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Defining Action Errors and Rule Violations

The study of action errors and rule violations constitutes a foundational domain within cognitive
psychology, human factors engineering, and safety science. These concepts delineate the critical
distinction between human failures that are unintentional and those that involve a conscious,
deliberate deviation from prescribed procedures. An action error is broadly defined as a deviation
from intention, usually resulting in an unintended outcome, arising from limitations in cognitive
processing, attention, or memory. These are typically failures of execution or planning where the
actor genuinely intended to achieve the correct result. Conversely, a rule violation is
characterized by an intentional departure from a set of rules, procedures, or standards deemed
necessary for maintaining systemic safety or efficiency, even if the actor believes the deviation is
justified or benign in that specific context. Understanding the psychological mechanisms driving
both errors and violations is essential for developing robust systems that prioritize human reliability
and organizational resilience, moving beyond simply blaming the individual operator to analyzing
systemic vulnerabilities.

The distinction between errors and violations is not merely semantic; it carries profound
implications for investigation, remediation, and training protocols. Errors, often rooted in cognitive
limitations or environmental stressors, demand solutions focused on system redesign, improved
interfaces, or better training to bolster cognitive resources. Violations, however, require addressing
motivational factors, organizational culture, resource constraints, and the perceived utility or
necessity of the rule itself. If an organization consistently fails to differentiate between an honest
mistake made under pressure and a calculated shortcut taken due to perceived systemic
inefficiency, its safety interventions are likely to be misdirected and ineffective. Therefore, the
prerequisite for effective safety management is a nuanced taxonomy that accurately classifies the
nature of the human performance failure.

Furthermore, the context surrounding the action is paramount. What might be classified as an error
in one operating environment could border on a violation in another, depending on the clarity of the
rules and the actor's level of expertise. For instance, a novice pilot misreading an altitude setting
due to high cognitive load might commit a skill-based error, whereas an experienced pilot
knowingly bypassing a checklist item because they deem it irrelevant in current conditions commits
a routine violation. The common thread uniting both errors and violations is the resulting risk
exposure, but the underlying mechanisms--whether attention failure, knowledge deficit, or
motivational priority--demand distinct analytical frameworks for effective prevention. The
psychological exploration of these phenomena seeks to uncover the latent conditions and active
failures that coalesce to create opportunities for adverse events.
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The Cognitive Taxonomy of Errors

James Reason's influential Generic Error Modeling System (GEMS) provides the standard
cognitive framework for classifying action errors, categorizing human behavior based on the level
of cognitive control required: skill-based, rule-based, and knowledge-based. Skill-based
behavior is highly automated and occurs without conscious attention, typically involving routine
motor programs. Errors at this level are often rapid, unintentional deviations known as slips and
lapses. Rule-based behavior involves applying stored production rules (if X, then Y) to manage
familiar situations. Errors here, known as rule-based mistakes, occur when the wrong rule is
applied or a good rule is misapplied. Knowledge-based behavior is required for novel or complex
situations where no pre-existing rules apply, necessitating analytical processing and problem-
solving. Errors at this level are knowledge-based mistakes, characterized by poor judgment,
incomplete understanding, or faulty mental models of the system.

This cognitive taxonomy highlights that errors are not arbitrary events but predictable outcomes of
specific cognitive processes interacting with environmental demands. The majority of everyday
errors fall into the skill-based category, reflecting the inherent limitations of human attention when
performing highly automatic tasks. As tasks become less routine and require conscious reasoning,
the nature of the error shifts toward mistakes. For example, when an operator is under extreme
time pressure, they are more likely to revert to familiar, albeit inappropriate, rules (a rule-based
mistake) rather than engaging in the slower, more resource-intensive process of knowledge-based
reasoning. This cognitive economy, while efficient most of the time, creates vulnerabilities when
external conditions deviate from expectations or when internal resources, such as working
memory, are taxed.

Furthermore, the GEMS model emphasizes the sequential nature of error generation. A failure at
the planning stage (a mistake) often precedes a perfect execution of the flawed plan, leading to an
undesired outcome. Conversely, a correct plan can be undermined by a failure in execution (a slip
or lapse). This distinction is vital for root cause analysis. If an investigation focuses solely on the
observable execution failure (the slip), it might miss the underlying organizational or knowledge
deficit that caused the initial planning mistake. Effective error mitigation requires tracing the error
back through the cognitive stages--from the observable action back to the initial intention formation
and environmental perception--to identify the most effective point of intervention, whether it
involves interface design, training modules, or procedural clarity.

Slips and Lapses: Execution Failures

Slips and lapses represent failures in the execution stage of an action sequence, occurring
primarily during skill-based, highly automated performance. A slip is an observable action that
deviates from the intended action, such as performing an action on the wrong object (e.g., picking
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up the wrong tool) or confusing two highly similar action sequences (e.g., confusing the brake and
accelerator pedals). Slips typically involve attentional capture, where attention is diverted by
internal thoughts or external stimuli, allowing automated routines to run unchecked or be
inappropriately triggered. They are often triggered by environmental factors, such as poor
feedback, confusing controls, or high levels of noise and distraction, which overwhelm the limited
capacity of the human attentional system. The psychological mechanism underlying many slips is
the failure of monitoring the execution phase against the internal goal state.

In contrast, a lapse is a failure of memory, usually non-observable externally, involving the
omission of a necessary step, the loss of a place in a sequence, or the forgetting of an intention.
Lapses are internal cognitive failures, reflecting transient unavailability of necessary information
from memory. Examples include forgetting to perform a critical check on a pre-flight checklist or
momentarily forgetting the current objective of a complex task after an interruption. Lapses are
highly sensitive to factors that degrade cognitive resources, such as fatigue, stress, illness, and
chronic workload. While a slip is a failure of action, a lapse is a failure of storage or retrieval,
demonstrating the fragility of working memory and prospective memory--the ability to remember to
perform an action in the future.

Remediation strategies for slips and lapses focus heavily on improving the user interface and
environment to reduce cognitive load and enhance feedback. Techniques include designing
controls that utilize forcing functions (making it physically impossible to perform the wrong
action), standardizing equipment layouts, and implementing cognitive aids such as checklists and
reminders. For lapses, the focus shifts toward minimizing interruptions, managing fatigue, and
designing procedures that incorporate explicit memory cues or mandatory sign-offs to ensure that
critical steps are not accidentally omitted. The goal is to make the correct action sequence the path
of least resistance, thereby reducing the reliance on conscious attention for routine tasks.

Mistakes: Failures in Planning and Intention

Mistakes are failures that occur at the planning or intention formation stage, resulting in the actor
performing the wrong action, even if the execution of that wrong action is perfect. Mistakes are
categorized into rule-based and knowledge-based failures, corresponding to the application of
heuristics versus deep analytical reasoning. A rule-based mistake occurs when the actor
encounters a familiar situation and applies a rule that is either inappropriate for the context or
misinterprets the data, leading to the selection of a suboptimal or incorrect course of action. This
often happens under time pressure where the actor sacrifices thorough analysis for rapid pattern
matching, relying on heuristics that have worked successfully in the past but fail in the current,
subtly different, circumstances.

Knowledge-based mistakes occur in novel or highly complex situations where the actor lacks
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pre-existing rules or sufficient experience. In these scenarios, the actor must rely on fundamental
system knowledge, mental models, and analytical reasoning to devise a solution. Failures here
typically involve incomplete or incorrect mental models of the system dynamics, biases in data
interpretation, or logical flaws in the problem-solving process. Knowledge-based mistakes are often
associated with complex decision-making environments, such as diagnosing a rare medical
condition or troubleshooting a catastrophic system failure, where the consequences of flawed
reasoning are significant. Because these mistakes stem from deep cognitive processing failures,
they are often difficult to detect until the failure mode is fully expressed.

Addressing mistakes requires interventions focused on enhancing cognitive competence and
refining mental models. For rule-based mistakes, the emphasis is on training operators to
recognize boundary conditions--the specific circumstances under which a rule ceases to be valid--
and providing better diagnostic feedback. For knowledge-based mistakes, the solutions involve
advanced simulation training, promoting critical thinking skills, and ensuring that operators possess
comprehensive, accurate conceptual models of the system they control. Furthermore,
organizations must foster an environment that supports the seeking of expert consultation and
encourages reflective practice, reducing the pressure on individuals to rely solely on flawed
personal reasoning in high-stakes, novel situations.

Rule Violations: Intentional Deviations

Unlike errors, rule violations involve a deliberate decision to deviate from established operating
procedures, standards, or regulations. While the outcome of a violation may be negative, the
intention at the moment of the action is to achieve a specific goal, often related to perceived
efficiency or necessity. Rule violations are typically classified into three categories: routine,
optimizing, and necessary. Routine violations are habitual shortcuts or deviations that become
normalized because the rule is perceived as inefficient, overly burdensome, or poorly enforced,
and the deviation has previously yielded no negative consequences. These are the most common
form in many industries and often signify a deeper organizational issue regarding procedural
validity.

Optimizing violations are driven by personal goals, such as risk-taking, thrill-seeking, or the
desire to demonstrate skill or superiority. While less frequent than routine violations, they often
involve greater risk exposure and are motivated by non-operational factors. Necessary violations,
sometimes termed situational violations, occur when the actor deviates from the rule because
adhering to the prescribed procedure would make the achievement of the task impossible or would
introduce a greater immediate risk. For instance, bypassing a safety interlock might be a necessary
violation if the interlock itself has failed and is preventing an essential emergency response action.
These context-dependent violations highlight the tension between strict adherence to procedures
and the need for adaptive human performance in dynamic environments.
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The management of violations requires a shift from cognitive psychology to organizational and
motivational psychology. Effective strategies must address the underlying reasons for non-
compliance. If violations are routine, the organization must critically evaluate the utility and
practicality of the rules themselves; outdated, overly restrictive, or poorly communicated rules invite
non-compliance. If violations are necessary, the system design must be improved to prevent the
situations that necessitate deviation. Addressing optimizing violations requires robust safety
culture, strong supervision, and clear consequences, while fostering an environment where
operators feel empowered to report procedural flaws without fear of retribution (a concept known
as just culture). Violations are often symptoms of systemic failures, signaling a mismatch between
the prescribed work processes and the realities of the operational environment.

Systemic Contributions to Error: The Organizational Context

A purely individualistic view of action errors and rule violations is incomplete and fails to address
the profound influence of systemic and organizational factors. Reason's Swiss Cheese Model
illustrates this concept, proposing that accidents rarely result from a single active failure (the error
or violation itself) but rather from the alignment of multiple, often latent, failures within the system.
Latent conditions are organizational weaknesses, poor decisions made by management,
inadequate resource allocation, flawed training policies, or poor equipment design that lie dormant
within the system until they are triggered by an active failure. These latent conditions create the
preconditions for errors and violations to occur and turn minor deviations into catastrophic events.

Organizational culture is perhaps the most significant systemic contributor. A punitive culture,
where errors are met with blame and punishment, encourages non-reporting and concealment,
preventing the organization from learning from its mistakes. Conversely, a robust safety culture
promotes open communication, encourages the reporting of near misses, and separates
blameworthy actions (reckless violations) from non-blameworthy errors (slips and mistakes).
Furthermore, organizational factors influence workload, staffing levels, scheduling, and equipment
maintenance--all of which directly impact the cognitive resources available to the operator,
increasing the likelihood of slips, lapses, and rule-based mistakes. High levels of chronic fatigue
resulting from poor scheduling, for example, are latent conditions that significantly reduce
attentional capacity.

The systemic approach mandates that investigations look beyond the immediate actions of the
operator to identify the chain of events and decisions that created the environment for the failure.
This involves tracing the path of failure back through supervisory decisions, procedural design,
procurement choices, and regulatory oversight. By focusing on latent conditions, organizations can
implement deeper, more resilient defenses. For instance, rather than simply retraining an operator
who committed a slip, a systemic analysis might reveal that the equipment interface was non-
standardized across the facility, a latent design failure that contributed directly to the confusion.
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Remediation efforts must therefore target the upstream organizational processes rather than
focusing exclusively on modifying individual behavior.

Human Reliability and Error Management

The field of Human Reliability Analysis (HRA) seeks to predict and quantify the likelihood of
human error in specific operational contexts, particularly in high-risk industries like nuclear power
or aviation. HRA methods aim to systematically break down tasks and assess the performance
shaping factors (PSFs)--such as stress, complexity, time pressure, and training adequacy--that
influence the probability of error. The goal of error management is not the unrealistic expectation of
eliminating error entirely, but rather to anticipate, detect, and mitigate errors effectively before they
lead to adverse consequences. This proactive stance acknowledges human fallibility as an
inherent characteristic of complex systems.

Error management strategies are fundamentally based on the principle of defense in depth,
creating multiple layers of protection so that the failure of one defense does not lead directly to
failure of the system. These defenses include technological safeguards (alarms, interlocks),
procedural barriers (checklists, double-checking), and organizational defenses (supervision, peer
review). A key concept in modern safety science is resilience engineering, which shifts the focus
from preventing failure to enhancing the system'’s ability to cope with failure when it occurs.
Resilience emphasizes the adaptive capacity of humans to recover from unexpected events and
make necessary adjustments, often involving temporary deviations or violations that are adaptive
rather than destructive.

Effective error management relies heavily on feedback loops. Organizations must institutionalize
mechanisms for capturing data on near misses, minor errors, and procedural difficulties. This data
allows for continuous learning and refinement of procedures and training. The psychological
element of error management involves reducing the stigma associated with reporting errors. When
operators trust that reporting a mistake will lead to system improvement rather than personal
penalty, the organization gains invaluable insights into its operational vulnerabilities, turning
individual failures into collective learning opportunities.

Classification and Remediation Strategies

The success of remediation efforts hinges entirely upon the accurate classification of the
underlying failure mechanism. The interventions required for a slip are fundamentally different from
those needed for a knowledge-based mistake or a routine violation.

Remediation strategies can be summarized based on the cognitive level of the failure:
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Slips and Lapses (Skill-Based Errors): Interventions focus on the physical environment and
interface design. This includes the use of highly standardized controls, excellent feedback
mechanisms, physical separation of critical controls, and implementing forcing functions
(constraints that prevent incorrect actions).

Rule-Based Mistakes: Interventions focus on procedural clarity and boundary condition training.
This involves refining diagnostic aids, simplifying complex decision trees, and training operators
specifically on recognizing when standard rules are inadequate or inappropriate.

Knowledge-Based Mistakes: Interventions focus on conceptual understanding and analytical
skills. This requires high-fidelity simulation training, robust knowledge testing, and the promotion of
team resource management (TRM) to leverage diverse perspectives in complex problem-solving
scenarios.

Routine Violations: Interventions focus on organizational factors and procedural validation. This
requires reviewing and revising rules that are impractical or inefficient, improving supervisory
oversight, and fostering a culture where adherence is the easiest path.

Optimizing and Necessary Violations: Interventions focus on culture, motivation, and system
redesign. This includes reinforcing a strong just culture, addressing motivational deficiencies, and
engineering systems to eliminate the need for operators to deviate from procedures to complete
necessary tasks.

Ultimately, the comprehensive management of action errors and rule violations requires a holistic
approach that integrates cognitive science, human factors engineering, and organizational
psychology. By viewing human failures not as singular moral failings but as predictable interactions
between fallible humans and imperfect systems, organizations can move toward truly preventive
safety measures that build resilience into their operational DNA. The continuous process of
identifying latent conditions and strengthening systemic defenses ensures that human performance
remains robust even when individual errors inevitably occur.
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